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1.0 General Questions 
1.1 What are the distinguishing factors of your proposal and/or company? 

1.2 What are the out-of-box capabilities to integrate with SAP products?  

1.3 What are the out-of-box capabilities to integrate with non-SAP products?  

1.4 Please provide a potential testing strategy. 

1.5 Please provide a potential change management strategy.  

1.6 How will knowledge transfer be managed? 

1.7 What type of security is in place to ensure no unauthorized code, viruses, malware, or other 

attacks will prevent access to sensitive data? 

2.0 Cloud - General Information 
Fairfax Water will consider cloud solutions for its SAP CIC Replacement Project and the unified contact 

center.  The following questions will help Fairfax Water understand your organization’s proposal and the 

characteristics of the Cloud solution. 

Additionally, the Bidder must provide a cost proposal that identifies software, project management, 

configurations, product modifications, and interfaces as they relate to the proposed solution. Please 

complete Attachment H Pricing Workbook. 

2.1. Describe your current cloud offering experience with organizations of similar size and scope as 

Fairfax Water. 

2.2. Provide a description of the staffing and management structure of the cloud team proposed for 

Fairfax Water. 

2.3. List and describe the instances (i.e., Production, Development, Testing, and Training) provided 

as part of the solution. 

2.4. Define who owns the data and how Fairfax Water retains access to the data if the solution 

provider becomes insolvent. Define any related costs. 
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2.5. If/when our business relationship terminates, how will your organization return all data to 

Fairfax Water and in what timeframe? How will the data be made available at the end of the 

contract term? 

2.6. Has your organization had any known data security breaches, complaints, investigations, or 

lawsuits related to the proposed solution? If yes, please explain. 

2.7. Has your organization been engaged in litigation with customers over data practice issues? 

3.0 Cloud Infrastructure - Providing Hosted Services 
Infrastructure 
3.1. Please describe the types of data center facilities in which your solution is located. Are your 

data center facilities rated using any industry standards? 

3.2. Are third parties involved in your provisioning of data center services? If yes, please identify 

those third parties and provide websites and/or other contact information. 

3.3. It is required that data be maintained inside the United States.  Please describe data center 

location. 

3.4. Provide a proposed platform architecture diagram that includes production, quality assurance, 

development, and disaster recovery. 

Backup and Recovery 
3.5. Provide a detailed explanation of the backup and recovery strategy and options for business 

continuity, including the data retention policy and period off-site storage and recovery 

processing time (RPO, RTO). Described your process of purging data. 

Performance Administration 
3.6. Provide a comprehensive service level agreement, including performance thresholds, recovery 

point objective (RPO), recovery time objective (RTO), response times, priority thresholds, 

refunds for unscheduled outages and any other relevant details as part of your proposal.  

3.7. Describe offeror’s approach to communicating unscheduled and scheduled outages, including 

its escalation process.  

3.8. Describe any system performance reporting that is provided. Please include sample reports or 

screen shots. Provide sample monthly and annual status reports.  

3.9. Describe the incident notification process for notifying FW of system/application outages 

and/or SLA misses. Provide example incident notification reports and describe:  

• What types of incidents will be reported? 

• If business impact assessments are included and how these are measured? 

• Provide a sample root cause analysis report.  

• Provide sample Issue and Risks Reports. 

4.0 Cloud Security and Compliance 
4.1. Please describe the standards of care, methodologies, and assurances provided for the 

protection of sensitive and confidential information, including personally identifiable 

information, including the specific elements and details which shall apply to the FW 

environment  

4.2. How does your solution encrypt data in transit and at rest?  
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4.3. Provide a SOC 2 Type 2 audit report demonstrating a sufficiency of operation controls over 

time and their effectiveness. How are physical access provisioning, privilege management and 

logging of access managed for offeror’s data centers? 

4.4. Have you been audited against any of the following standards/guidelines or are you currently 

certified against any of the following: PCI DDS, ISO 27001, ISO 2702, ISAE3402, CSA Cloud 

Controls Matrix or other equivalent standard or certifications?  

4.5. Can you restrict access to Fairfax Water’s delivered solution by the origin of the request (e.g., 

IP Address)? 

4.6. For client-side implementations of your solution (including browser version, offline-access 

version if applicable, tablet and smartphone versions if applicable), what data is cached client-

side? 

4.7. Please identify any subcontracted parties who are involved in your handling of stored data. 

Please provide a website address and/or other contact information for each. 

4.8. Please describe controls you use to address the use, handling, protection, and sharing of 

confidential data shared with subcontractors. 

4.9. Does the offer have Security Event and Incident Management (SEIM) capabilities and if so, 

what information would be available to FW?  

4.10. How long are logs kept? Are audit and access logs implemented on all systems that store or 

process critical information? How often are these logs reviewed? 

5.0 Business Continuity and Disaster Recovery 
Business Continuity 
5.1.  Provide a detailed explanation of offeror’s cyber security strategy, posture, and operations 

including resources available to respond in the case of a breach and/or ransomware.  

5.2. What is the timeline within which offeror will notify customers (affected or not affected) in 

case of a security incident (confirmed or suspected) impacting the hosting location? 

5.3.  Describe the process and timeline that offeror recommends that FW should follow in the 

event FW suspects a security incident. Please provide an example of offeror’s client 

communication / notification plan for security events.  

5.4. How often does the offeror perform information security tests, vulnerability scans, 

penetration tests? Would the results of the testing be made available to FW?  

5.5. Describe how the offeror will restore operations after a security event what is the expected 

recovery point objective (RPO), recovery time objective (RTO). 

Disaster Recovery 
5.6. Provide a detailed explanation of offeror’s disaster recovery (DR) strategy, including level of 

redundancy across the suite of facilities and services contemplated and how the various points 

of failure are addressed. 

5.7. Specify the guaranteed recovery timeframe, recovery point, recovery procedures and a plan 

how connectivity and the use of other requisite infrastructure will be reestablished during a 

disaster.  

5.8. Is the DR recovery site geographically disparate from the production site?  

5.9. How do you keep the Primary Data Center and Secondary Data Center environments in sync 

for managed services/systems? 
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5.10. Describe the process for declaration of a disaster event? How would FW be engaged in the 

process? Describe the process for notifying FW of a service interruption and the on-going 

communications during recovery and restoration.  

5.11. Describe any capacity and/or performance limitations or reduced SLA’s when operating in the 

disaster recovery environment? 

5.12. Describe your approach for restoration of full capacity and services in the DR environment if 

the primary location cannot be restored.  

5.13. Describe process for restoration out of the DR environment when/if primary location is 

restored.  

5.14. Provide examples/sample of a Disaster Recovery Plan for offeror’s solution. Provide examples 

of DR testing results/reports 

6.0 Cloud Service Delivery and Management 
Performance Administration 
6.1.  Provide a comprehensive service level agreement, including performance thresholds, 

recovery point objective (RPO), recovery time objective (RTO), response times, priority 

thresholds, refunds for unscheduled outages and any other relevant details as part of your 

proposal.  

6.2. Describe offeror’s approach to communicating unscheduled and scheduled outages, including 

its escalation process.  

6.3. Describe any system performance reporting that is provided. Please include sample reports or 

screen shots. Provide sample monthly and annual status reports.  

6.4. Describe the incident notification process for notifying FW of system/application outages 

and/or SLA misses. Provide example incident notification reports and describe:  What types of 

incidents will be reported?  If business impact assessments are included and how these are 

measured?  

6.5. Provide a sample root cause analysis report.  

6.6. Provide sample Issue and Risks Reports. 

Scope of services and their frequency 
6.7.  Provide a detailed task list for all services to be routinely provided on our account, their 

frequency, and applicable service levels.  

6.8. Describe offeror’s tools to view operation status, planned maintenance and component level 

outages. Describe offeror’s tools to allow FW to view network performance alerts in real time.  

6.9. Describe offeror’s ticketing system that will be used by FW to log requests and incidents.  

6.10. Describe the offeror’s approach to patch management including analysis, communications, 

schedule (change records) and installation process.  

6.11. Describe offeror’s approach for testing and validating updates to the OS, Database and 3rd 

Party software that it supports. 

6.12. Describe the process to request enhancements. 

7.0 Cloud - Integration, Data Import, Export, and Location 
7.1. Using the information in the Attachment E - Interface Listing, describe how you will integrate 

these systems with the proposed solution. This should be returned as Attachment E.  FW 

requires real time interfaces. 
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7.2. What approach do you recommend for sending inbound data to your service from Fairfax 

Water’s systems and/or third-party providers? 

7.3. What approach do you recommend for sending data from your service to Fairfax Water’s 

systems and/or third-party providers? 

7.4. Please list the Application Programming Interfaces (APIs) your solution supports. 

8.0 Cloud - Software Application 
Application Security 
8.1. Explain how granular permissions can be granted within the application (individual view, 

tables, fields/columns within a table, row level, etc.). 

8.2. Describe any available security auditing tools or functions. Does the application integrate with 

operating system or database access auditing capabilities? 

8.3. Describe how all passwords and Personally Identifiable Information (PII), including Bank 

Information, are encrypted both at-rest and in-transit. 

8.4. Are self-service password resets possible with your application? 

8.5. How do you control user rights through external avenues to prevent users from writing to 

tables? 

8.6. Does application support single sign-on and if so which type? 

8.7. Can application security be integrated with Active Directory User IDs and security groups? 

User Interface 
8.8. Describe how the system will be configured to provide an average response time of less than 

1.5 seconds for all related screens during business hours. 

8.9. Describe the client interfaces (e.g., browser, thin client, etc.) available for this application on 

each platform. 

8.10. Describe your product roadmap for mobile services and new technologies. 

Reporting 
8.11. Describe methods the proposed solution allows for data exploration, retrieval, and extraction. 

(Describe in detail any license requirements or restrictions). 

8.12. Describe how the proposed solution will allow for the use of third-party reporting tools. 

(Describe in detail any license requirements or restrictions). 

8.13. Describe system impact or limitations when daily reports (not required for time-sensitive 

critical operations during the day) are executed while users are accessing the online system. 

8.14. If a mirrored database is required to support reporting during business hours while users are 

online and key batch processes are executing, describe how and the frequency that the 

mirrored database is updated and refreshed. 

Batch Processing/Scheduling 
8.15. Describe in detail the batch processing/scheduling capabilities of the proposed system. 

8.16. Describe the re-start process if a batch program failure occurs. Describe the roll-back and 

commit processing of a batch program. 

8.17. Describe any special periodic jobs (i.e., monthly, quarterly, yearly, clean-up and fixes, special 

requests) that may be run or that must be run in the batch/scheduler. 

8.18. Describe how user access is impacted during the batch processing. Explain read-only and 

update capabilities of user access during the batch processing. 
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9.0 Offshoring Questions 
9.1. What work will be performed offshore?  

9.2. Specifically, where would any offshore work occur (name city and country)? 

9.3. How will work be scheduled? 

9.4. Will there be regular communication between offshore team and Fairfax Water personnel? 

9.5. If so, confirm these conversations, video sessions will occur during Fairfax Water business 

hours (6:30 am to 4:30 pm Eastern time). 

9.6. How will work be tested prior to release to Fairfax Water? 

9.7. Describe the method that will be used to ensure that system configuration and tool will be 

used before custom coding.  

9.8. What is the approval process if custom coding is needed? 

9.9. What guarantees does Fairfax Water have that code is high-quality upon arrival? 

9.10. Will there be a US based manager/single point of contact who will manage the offshore 

resources on behalf of Fairfax Water? 

9.11. Does the offshore resource(s) need network access to Fairfax Water?  What type of access if 

required?  

9.12. How do you protect customer information?  


